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SIMIME V34-OpenPGP 1t i

* OpenPGP 4

T2t % 43 e % ; (Pretty Good Privacy, PGP) 4 Phil
Zimmermann ¥ ¥ b > 5 &

— RFC 1991, PGP Message Exchange Formats
— RFC 2015, MIME Security with Pretty Good Privacy
— RFC 2440, OpenPGP Message Format
— RFC 3156, MIME Security with Pretty Good Privacy
*  S/IMIME #.#
— Secure/MIME ¢ RSA Data Security Inc. % {7
— RFC 2311, SIMIME Version 2 Message Specification
— RFC 2312, SIMIME Version 2 Certification Handling
— RFC 2313, PKCS #1: RSA Encryption Version 1.5
— RFC 2314, PKCS #10: Certification Request Syntax Version 1.5
— RFC 2315, PKCS #7: Cryptographic Message Syntax Version 1.5
— RFC 2268, Description of the RC2 Encryption Algorithm
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S/IMIME V34-OpenPGP ot #i (i)

il T A #i SIMIME v3 OpenPGP
AR Binary, based on PGP
IEEEHRR Binary, based on X.509v3 Binary, based on PGP
MW SR 247 Triple DES Triple DES
P EHELA ELGamal DSS
FEEEEE SHA-1
MIME Z=Z&158 multipart/signed 5, CMS multipart/signed
MIME & &128E application/pkcs7-mime multipart/encrypted
HH B E et
_ e B 7-75
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MIME #8 i+ 4% 3% (- )

o RFC 822 #f % & 3¢
— %2 (Header)
— 2 %8 (Body)

From: 7Z:HH <bob@cc.cma.edu.tw>
To:Z&E <alice@pchome.com.tw>
Subject: See you tomorrow

Date: Fri. 26 Dec 2003 10:12:37 — 0400

Please come to meet me at tomorrow.

<LF>&<CR>




MIME 5 4 {838 (=)

e MIME 3% 3¢
e MIME &2 )
— MIME-Version
— Content-Type

— Content-Transfer-Encoding
— Content-ID
— Content-Description
 MIME p = 4] jg
- Text
— Multipart
e Multipart/Mixed
» Multipart/Parallel
» Multipart/Alternative
» Multipart/Digest
— Message
» Message/rfc822
» Message/partial
» Message/external-body

* Application/Octet-stream

Image

Image/Jpeg
Image/Gif

Audio
Video
Application

Application/Octet-stream

Application/PostScript
MIME P 7% & 3% 575

7 bit

8 bit

binary
quoted-printable
base64

x-token




MIME #r (£ {£ & (=)
* # | Multipart/mixed

From: Nathaniel Borenstein
To: Ned Freed
Date: Sun, 21 Mar 1993 23:56:48 -0800 (PST)
Subject: Sample message
MIME-Version: 1.0
Content-type: multipart/mixed; boundary="simple boundary
This is the preamble. It is to be ignored, though it
Is a handy place for composition agents to include an
explanatory note to non-MIME conformant readers.
--simple boundary
This is implicitly typed plain US-ASCII text.
It does NOT end with a linebreak.
--simple boundary
Content-type: text/plain; charset=us-ascii
This is explicitly typed plain US-ASCII text.
It DOES end with a linebreak.
--simple boundary—
This is the epilogue. It is also to be ignored.
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SIMIME % »#8 % (- )
e S/MIME =% > #% 2 o

(Secure/Multipurpose Internet
Mail Extension)

% > ER AR (1)
— Multipart/Signed %] &
Ny . * MIME 3] & &4
- LA L SHACL M[?,S Multipart/Signed
_ TR v B ok
ﬁilj—ﬁ ¥ | RSA /37—9*" _ e %3k : boundary, protocol,
— M E AR : RC2/40 % Triple micalog
DES 275 i st

— € A4 4% ElGamal j#
.

BN ES

Content-Type: multipart/signed; protocol="TYPE/STYPE";
micalg="MICALG"; boundary="Signed Boundary*
--Signed Boundary
Content-Type: text/plain; charset="us-ascii*
This is some text to be signed although it could be
any type of data, labeled accordingly, of course.
--Signed Boundary
Content-Type: TYPE/STYPE
CONTROL INFORMATION for protocol "TYPE/STYPE" would be here

O MEHERE e Boug
(T TId@z2aw® | —Signed Boundary--




— Appllcatlon/pkcs-7-mime
o 71 & £ CMS (Cryptographic Message Syntax)

®
-\

ok

AR 3
e PCKS #7

| 4

EnvelopedData ::= SEQUENCE {

_?_‘ —EJ-S— fi version Version,
recipientinfos RecipientInfos,

A}

RecipientInfos ::= SET OF Recipientinfo

EncryptedContentinfo ::= SEQUENCE {
contentType ContentType,
contentEncryptionAlgorithm

encryptedContent

-1 EncryptedContent ::= OCTET STRING

encryptedContentinfo EncryptedContentinfo }

ContentEncryptionAlgorithmldentifier,

[0] IMPLICIT EncryptedContent OPTIONAL }
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Content-Type: application/pkcs7-mime; smime-type=enveloped-data;
name=smime.p7m

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7m
rfvbnj756tbBghyHhHUUjhJhjH77n8HHGTOHG4VQpfyF467GhIGTHfYT6
7n8HHGghyHhHUujhJh4VQpfyF467GhIGFHTY GTrfvbnjT6jH7756tbBOH
fBHHGTrfvhJhjH776tbBOHG4VQbnj7567GhIGfHfY T6ghyHhHUUjpfyF4
0GhIGfHfQbnj756YT64V




G
)

— % Application 3 i

— £ * Multipart %] fx

Content-Type: multipart/signed,;
protocol="application/pkcs7-signature"; micalg=shal; boundary=boundary42
--boundary42Content-Type: text/plain
This is a clear-signed message.
--boundary42
Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7s
ghyHhHUujhJhjH77n8HHGTrfvbnj756tbBOIHG4VQpfyF467GhIGFHFYT6
4V QpfyF467GhIGFHTYT6jH77n8HHGghyHhHUUjhJh756tbBOHGTrfvbn
N8HHGTrfvhJhjH776tbBIHG4VQbnj7567GhIGfHFY T6ghyHhHUUjpfyF4

St \ s ’ 7GhIGfHTYT64VQbnj756
A » ,6 ‘% é'g ;L-
% %‘ BRI T -boundary42--

— {1 * signed-only ¥ encrypted-only < 3 a2
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